Cybersecurity and Interdependent Devices
Marc Lamoureux and Grant Kealey
Medical Devices Directorate
Health Canada

Agenda

1

Digital Health @ Health Canada

5

Regulation of
Inter-Dependent Devices

2

Health Canada’s Activities in
Cybersecurity

6

Patient Choice and Health
Canada

3

National and International Guidance
to Industry on Cybersecurity

7

Challenges and
Opportunities

4

Introduction to Secure
Communications

2

What is Digital Health @ Health Canada?
…To advance and adapt regulatory approaches to respond to emerging technologies,
facilitating their market entrance while maintaining safe, effective, high quality medical devices
in Canada…
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Cybersecurity of Medical Devices
Interconnectedness between medical devices have
the potential to benefit patients
Interconnectedness between medical devices have
the potential to harm patients
Security

Functionality

Usability
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Health Canada’s Activities in Medical Device Cybersecurity
•

Convened a standing Scientific Advisory Committee in Digital Health

•

Pre-market Requirements for Medical Device Cybersecurity Guidance
Document (June 2019)

•

Partnered with the National Research Council of Canada in publishing a
“Recommended Best Practices”

•

Participation in technical medical device cybersecurity standards
development (UL and CSA).

•

Developed a response network with our national CSIRT to respond to and
mitigate cyber events involving medical devices

•

Active participant and co-chairs the IMDRF Working Group on
Cybersecurity with FDA
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Health Canada Guidance on Medical Device Cybersecurity
Key Message:
A manufacturer must have a strategy to address cybersecurity risks and
should consider the following 6 items:
1. Secure Design
Manufacturers should design
security into their products, not
negatively affecting safety

4. Monitoring Plan
Manufacturers need to monitor for,
identify and address vulnerabilities
and must have a plan.

2. Risk Management

5. Response Plan

Risk management activities should
include both safety and security.

Manufacturers must plan to deploy
updates, disclose vulnerabilities,
and share information

3. Testing

6. Cyber & Safety RMP

All risk control measures should be
tested

Safety and security risk
management processes are linked
AAMI TIR57:2016 and must be considered together.
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IMDRF Guidance on Medical Device Cybersecurity
• Co-chairs of Medical Device Cyber WG:

• Key Themes:
–
–
–
–

Global Harmonization
Total Product Lifecycle
Information Sharing
Shared Responsibility

“Manufacturers should consider risk controls
that maximize device cybersecurity while not
unduly affecting other safety controls.”
- IMDRF N60, March 2020

• Key Content:
–
–
–
–
–

Pre-market Considerations
Labelling and Customer Security Documentation
Post-market Considerations (Industry, Healthcare Providers, and Patients)
Information sharing and Incident Response
Roles and Responsibilities for Legacy Devices
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Introduction to Secure Communications
• Proactively addressing cybersecurity threats at the design stage can better mitigate the
potential for patient harm than engaging in reactive, post-market activities alone.
• One design principle that medical device regulators are assessing in interconnected
medical devices is the establishment of Secure Communications.
• Design features that are expected to be considered for secure communications include:
– Interface and Physical Access
– Authentication
– Encryption
– Logging
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Effective Regulation and Implementation of Digital Health REQUIRES:
•

Increased collaboration among stakeholders

Industry and
Academia

Healthcare
Providers

Industry and
Academia

Regulators

Users and
Others

Healthcare
Providers

•

What if the patients want some design
features optional?

•

What is the role of the physician when a
cybersecurity vulnerability is found?

•

How does a physician know the
limitations of an authorized medical
device?

•

How do the different pieces of Canadian
legislation apply to health products?

•

What are the regulatory barriers for
industry in emerging technologies?

•

…

Regulators

Users and
Others
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Health Canada Regulations - What are ‘Inter-dependent’ or ‘Inter-operable’
Medical Devices?
• “When medical devices, used in conjunction with other medical devices, are licensed
and sold individually.”
Example: Company A sells an insulin pump that is designed to display readings from a compatible CGM that
is sold by Company B

What do the Medical Devices Regulations and 2002 Policy Notice Say?
•

Regulations:
A medical device that is part of a system shall be compatible with every other component or part of the
system with which it interacts and shall not adversely affect the performance of that system.

•

Policy:
– Submission of evidence of compatibility for inter-dependent devices is a requirement under
the Regulations.
– Evidence of safety and effectiveness of the assembled inter-dependent devices should include device
specifications, pre-clinical testing, and clinical studies as appropriate.
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Progression of Licensed Inter-dependent Diabetes Devices in Canada
8.0

8.0
=
1.0 IU

CGM

4.0

AID

CGM

BGM + Pump
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CGM + AID Controller + Pump
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Patient Choice – What Does it Mean to Health Canada?
•

Pump
A

Health Canada’s priority is to facilitate timely access to interoperable diabetes devices to maximize patient
choice, while also ensuring that the devices work safely and effectively together

• ✓ Safe and Effective Performance
Pump
B

Pump
C

Pumps

• ✓ Usability

• ✓ Safe, Secure, Reliable Communication
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Regulation of Inter-dependent Diabetes Devices –
How do Interoperable Diabetes Devices Work?
•

How do companies make their diabetes devices interoperable?
Companies can share a portion of their device’s software with one another:
▪ Glucose values
▪ Glucose alarms
▪ Sensor Fault alarms

AID

▪ Automated Insulin dosing commands
▪ Manual insulin dosing commands
▪ Pump priming etc.

CGM

PUMP

▪ Battery life
▪ Pump Fault alarms

▪ Sensor session start and end
▪ Glucose calibration values

• Regulatory activities aim to ensure:
Safe and
Reliable
Communication

Functional
Performance

Usability and
Clinical
Performance
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Regulation of Inter-dependent Diabetes Devices –
Challenges and Opportunities (Example scenario)
AID Controller company ‘A’ runs a pivotal clinical study with
compatible CGM and pump

AID Controller company ‘A’ then enables compatibility with new CGM
and pump

AID

AID

What should be required to validate clinical performance???
•

Require a new clinical study with full ‘system’ of newly compatible devices?

OR
•

Computer simulation with validated T1D Simulator to demonstrate safe and effective performance?

OR
• ???

Source: tevirgina.com

Source: Journal of Diabetes Science and
Technology. 2018;12(2):273-281
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Regulation of Inter-dependent Diabetes Devices –
Challenges and Opportunities (continued)
•

Design control
– Challenge: Changes to inter-dependent devices should consider all potential impacts, in order to maintain
intended performance of the ‘system’
– Opportunity: Regulatory licensing of the distinct ‘portions of shared’ software (i.e. ‘software development kit’) to
ensure regulatory traceability and compatibility of software versions?

•

Business Confidentiality
– Challenge: Regulator careful not to divulge confidential business information / decisions when discussing interdependent device design / versions between manufacturers
– Opportunity: Use ‘Drug Master File’ Letter of Authorization model?

•

Post-market surveillance challenges
– Challenge: Will investigations of root-cause analysis of device adverse events be more complex and lengthy?
– Opportunity: Sharing of adverse event data, black-box data, root-cause investigations between manufacturers to
strengthen post-market surveillance of the inter-dependent devices?
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